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Electronic Health Record Systems
Health records are one of vital aspects of the field, as it determines whether satisfactory services would be offered. In the past thirty years, health records have experienced various changes. In the 1980s, all the patients’ information was recorded in papers and stored in the medical store department, where providers needing files would request them from the department. Retrieving them took a long time considering a large number of people served which caused delayed treatment. In the 1990s, scanning was introduced where the paper records were scanned and stored in computer systems. Facilities were improved because providers would access data quickly like on the previous medications, diagnosis and procedures undergone by clients. However, the method was not efficient when patients visited different facilities as the transfer of information from one facility to the other was tedious and took long. In the 2000s, the Electronic Health Records (EHRs) was introduced a time when technology was improved. The system enabled healthcare providers to record signs, procedures and examination results direct to computers, thus eliminating paperwork. The advancement made the provider's access to patients' information instantly, which made the treatment process not only comfortable but also quality. For example, clients' histories and previous diagnosis information were accessed, and as a result, the chances of errors was reduced. Unlike the scanning era, the electronic health records made it possible for a facility to access data recorded in another place. Today, these systems are used in most healthcare facilities and have helped the providers offer services without much struggle. The paper discusses the electronic health records, regarding the information technology systems used, precautions, roles of the health information manager and the qualifications needed, compliance issues as well as the future of this technology in healthcare.
The United States federal law demanded that all healthcare facilities receiving funds from Medicare have to record patients’ data electronically (Ahmadi et al., 2017). The mandate has led to increased use of information technology systems used to keep patients’ data and other functions such as research. The following methods are used in meeting the laws demand where each plays a role in the treatment process. The electronic medical record is one of the systems, which replaced paperwork. When providers collect data, it is entered into computers, making it safe and easily accessible. Some of the information stored in these systems is examination results, doctors' remarks and the selected treatment method. The practice management software is also used, whose role is to keep information about the facilities' day to day activities. The system does patients' scheduling and recording medical services bills, among other daily activities. Regardless of the facilities' size, this system ought to be used as it makes the services offering process fast. 
Healthcare facilities also use the Master Patient Index (MPI) systems that ensure patients' information is stored in different databases. In doing this, an index for each client is created so that the information is accessed from any facility. The system is useful in preventing data duplication and lower cases of inaccurate information, thus ensuring the offer of quality health services. Apart from that, patient portals information technology systems are also used in the sector. As the name suggests, the websites are for the patients, where they get information concerning checkups, results and medications prescribed. The platform enables close communication between patients and healthcare providers. Remote Patient Monitoring (RPM) system is also used in healthcare, which allows the provider's access patient's data from any part of the globe.  The tool can assess blood glucose and pressure, indicating that it is mostly used in patients with chronic illnesses such as hypertension and cardiac diseases (Ahmadi et al., 2017).  Moreover, the system helps doctors identify medical conditions like heart attacks, among others that need instant attention. It is said to be a lifesaving system benefiting patients with chronic illnesses but cannot access face to face care due to their location. 
[bookmark: _GoBack]While using the above information technology systems, several precautions should be observed to ensure both patient privacy and data security. Notably, information technology development has led to an increase in criminal acts. Since healthcare is a sensitive sector, the providers have to ensure that chances of data loss and invasion of clients' privacy are reduced.  The guidelines are explained by the Health Insurance Portability and Accountability Act (HIPAA) introduced in 1996 and said to be benefiting both parties (Rallapalli et al., 2016). The first precaution is that the providers should consider the patients before the data. 
The rule indicates that’s ensuring safety means that the parties permitted to access the electronic health records are identified (Rallapalli et al., 2016). Some of these parties are the physicians, emergency department, patients, lab and insurance companies, among others. Since the processes involved in the departments are diverse, the administrator ought to create portfolios for them, to ensure that each department accesses only the information they need. The precaution insists that when people are profiled, they are protected.
HIPAA also claims that security attitude should be part of the organizational culture. The protection of health information is not limited to electronic health records. Instead, security should be practiced in other areas as well, such as in using the physical files and communication with patients through the phone. The rule insists that security should be part of the culture if the electronic records are to be protected. According to statistics, only 18% of compliance is practiced in using mobile devices (Rallapalli et al., 2016). It is for this reason that HIPAA concludes that security is practiced if it is incorporated in facilities. It should also be ensured that patients access their data, considering that one of the objectives of electronic health records is to enable them to understand the treatment. Research shows that 63% of facilities allow clients to access data and enquire whenever the need arises. However, there is the issue of the clients downloading the details to be used by third parties that possess security threats. In curbing this, facilities are directed to use different databases, where the various parties involved access it other than allowing the patients to produce different copies.
The other precaution given is that though HIPAA rules education is a must in healthcare, it should not be taken as a benefit to the facility other than a box-checking exercise. The guideline insists that data security is not just a checklist but a tool to ensure maximum benefits to the providers and clients (Rallapalli et al., 2016). The rule advocates for proper training, so that the workers learn how the policies and protocols are incorporated in different software such as team viewer. When this is done, the providers do not just memorize the guidelines but also practice them right.  
Finally, electronic data records would be secure if remote access is considered a competitive benefit. The rule states that after the above precautions are considered, facilities should take it as a benefit in attracting many patients other than a punishment (Rallapalli et al., 2016). Patients prefer the facilities that protect their privacy and allow access to data whenever needed-considering it as a benefit motivates the providers to maintain the guidelines by integrating them into their culture.
Every department in healthcare facilities has a role to play in using electronic health records. Nevertheless, the health Information Management Department has the sole function of dealing with this aspect. Management is the process where maintenance, storage, and retrieving of patients information is done while considering the federal and state requirements (So et al., 2019). HIM has several roles regarding electronic health records. The health information manager conducts the necessary medical coding activities referring to assigning the right codes concerning insurers and payers, for example, Medicare and Medicaid. In this role, the manager also ensures that the records explain the proper diagnosis in line with the planned procedures by using codes such as ICD-9, CPT and HCPCS, among others. The managers also have a role in medical transcription, which refers to ensuring that parties needing patients’ information access accurately. Some of the transcriptions done are on medical history, physical and consultation reports, discharge summaries as well as radiology and operative reports.
Health information managers also assess medical necessity referring to the determination of whether the conditions presented are reasonable. The role is based on Medicare and Medicaid rule that payments are only made on treatments that are considered medically needed (So et al., 2019). The manager also supports stuff, especially in providing patients’ information among other guidelines. While supporting the staff, the managers evaluate records and finding out if they comply with the state and federal guidelines. For example, they assess if HIPAA rules are observed and in case errors are evident, the staff is advised on ways to rectify to avoid legal implications. The managers also help in collecting and keeping medical records. Under this role, they establish accurate and legal documents, transcript medical reports, offer information for reimbursement and ensure that authorized parties access the information.
Regarding electronic health records, health managers have a vital role in ensuring privacy and security. Here, Protected Health Information (PHI) aspects are developed and implemented in several ways. One is that the storage methods used have to ensure the confidentiality of patients' information, ensuring that unauthorized people do not access the data (So et al., 2019). The managers also ensure that the medical office staff receives proper training regarding collecting, storing and accessing data. Here, they are educated on the need to ensure security and the aspects to consider. For example, whenever they are making calls, there should be no distractions of the presence of unauthorized third parties meaning that they should incorporate security in the day to day activities. Apart from that, the manager helps in the utilization of encryption controls that guard the transmission of data across networks. Finally, the managers learn and educate the staff regarding compliance with the law regarding patients' data. 
As the health information managers perform the above roles, several compliance and regulations issues are evident, which the parties ought to prioritize, so that the intent of electronic health records is achieved.  Healthcare laws keep changing, making it tough for organizations to make quick changes in adhering to the said changes. For example, the Medicare Access and CHIP Reauthorization Act was passed in 2015, demanding changes in Medicare reimbursement for providers as well as insurance money for the families with children (Bernstein & Johnson, 2019). Also, the Affordable Care Act (ACA) has been altered by the tax c alternations expected to terminate personal mandate which shall in a significant way destabilize the programs.  The compliance officers and leaders are forced to remain flexible so that the changes made are immediately ensured to avoid legal implications.  
The other issue relates to tax reforms, which have been introduced since 2018, concerning audits and monetary reporting. The changes will force healthcare organizations to implement changes regarding reports presentation and tax codes. Besides, the differences in reimbursement approaches could increase the number of uninsured clients and bring revenue risks which shall need new policies during adaption. Such processes are expensive to implement yet they have to be done for the facilities to continue offering medical services. Apart from that, the sector will soon face the General Data Protection Regulations (GDPR). Since 2017, when most of the facilities implemented the electronic health recording, issues of health care information protection have been realized (Bernstein & Johnson, 2019). In 2016, the European Union adopted GDPR, and it is expected that the United States will adapt. When this happens, the organizations will have more rules and regulations which require them to be prepared for any changes. Based on the above issues, healthcare facilities must remain vigilant and ready to make drastic and severe changes were the flexibility is a problem.
Despite the presence of challenges in compliance and regulations in using the electronic health records, facilities should implement the systems. Falling behind the technology not only affects productivity but also problems in complaining to the law. The use of electronic health records helps offer quality and satisfactory services. The reason behind this is that providers access patients' data quickly and therefore have the needed resources in making the right decisions (Yee et al., 2017). The electronic recording also reduces costs as cases of errors that lead to revisits and readmissions are eliminated. Thus, facilities using the technology offer better services than the rest, as their products are higher.  Those that do not have the technology do not attract a lot of patients which leads to reduced production levels. On the other hand, not being updated in terms of technology makes the firms appear not following the law. 
For example, the HIPAA regulations demand that organizations should have patient’s portals, where they access information on treatments, procedures and medications. The law indicates that the facilities involved must have the right software to meet the demand. The organizations with no such technologies put the patients’ privacy rights at risk, which would attract legal implications such as losses (Yee et al., 2017). Therefore, healthcare organizations should apply technology in their operations and try minimizing compliance and regulations issues to ensure high production and also remain within the law.
The Affordable Care and Patient Care Acts play a vital role in implementation of electronic health records in facilities. The ACA was enacted so that more populations should access healthcare (Edmonds et al., 2017). In doing this, more people obtained health insurance enabling them to gain responsibility concerning their health. According to research, most of the uninsured patients used to consult the emergency department because regular checkups were not ensured. Moreover, most of them did not have information on other treatment methods that would be helpful and affordable. It is at this point that electronic health records come to solve. As noted above, the patient portal system enables the patients to access data regarding treatments, medications and other resources needed in making decisions.  
The facilities that implement the electronic records, therefore, provide patients with the chance to assess different approaches and select that which they afford leading to affordable care. The Patients' Protection Act, on the other hand, relates to the new system concerning privacy rights. According to the law, patients have a right for their information to be protected and sue a facility when this is breached (Edmonds et al., 2017). With the electronic records, this is ensured as the facilities have to adhere to the security regulations explained above. Therefore, the implementation of electronic health records is useful in helping facilities respect the law and thus operate smoothly. 
Based on the above explanation, healthcare facilities must incorporate electronic health records into their operations. In this process, the organizations should assess the features of quality systems, considering the following factors. The systems' leading purpose should be in recording health data, and information accessibility should be quick for the authorized people (van et al., 2017). A quality system is the other that manages test results, in that when patients undergo different procedures; the results are easily added into the system. It thus means that the management process ought to be smooth, to prevent cases of delay. Moreover, the systems selected should ensure continuous communication within the organization as well as with other facilities. Healthcare providers should reach different departments fast for information that is accurate and simple. In case of errors, the communication channel should be reliable for fixing the issues. Besides, the approaches used should enhance a close relationship between the patients and facilities. 
Technology is advancing meaning that the electronic health recording will also improve in the future. One of the predicted aspects is on digital scribing, where care providers will no longer add information on systems (van et al., 2017). Instead, the scribe will listen, and through the complex interactions, a progress note will be produced. The development will make work easy for doctors, as they would document less, enabling them to attend all patients. It is also anticipated that artificial intelligence tools will be introduced, that with collect patients’ information from different databases, and offer advice concerning treatment methods.
 The tools will have the ability to compare medical literature and clinical evidence and offer reliable solutions for treatment. Finally, patients will have the ability to collect information from various medical apps and let the providers know about their conditions. The development means that clients would have the ability to self-diagnose, thus giving the provider’s insights on different issues. Based on the above information, it is expected that changes will occur in the future, and it is the role of the facilities to ensure that the research to determine if the changes are right for implementation. 
In conclusion, health care facilities need to understand and implement electronic health records if medical goals and objectives are to be met. The systems are helpful when the patients visit the facilities until discharging. As covered in the paper, they make production levels to increase and also enable the facilities to comply with the law. The Health Information Managers are helpful in training and guiding the staff on ways to benefit from the systems while adhering to the law. Even though compliance and regulation issues are evident, facilities should implement the policies for the benefits discussed and ensure that the limitations are controlled. The paper has covered information technology such as electronic systems, patients' portal and master patients' index, among others. The facilities must incorporate the above aspects in their operations, as they increase production, reduce costs of care and improve efficiency. According to HIPAA, practitioners should consider the people before the data, ensure accessibility and also use the aspect as its source of competitive benefit. The guidelines mean that the health information managers involved should work with staff so that the use of the technology is not taken as a punishment but as a way to help the organization as well as the patients. The health information managers, therefore, have several roles in the implementation of technology in healthcare. They carry out coding and transcription works in helping the provider’s access information that is accurate and on time. They also train staff members considering compliance and regulations that they have to observe. The paper has also discussed the roles of the Affordable Care Act and Protection Act regarding electronic health records. The two bills aimed at allowing more populations to access medical care as well as pushing facilities to respect their rights. In ensuring the above aspects, several challenges are experienced, especially on changing laws requiring the facilities to be ready and flexible to remain within the requirement. Nevertheless, the benefits of using the systems outweigh the limitations, and thus facilities should consider the above quality features in implementing the tools in their operations.
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